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[Tpu B3aumoneiicteuu ¢ ['IC XXKKX, nepenaua nepcoHanbHbIX JaHHBIX (J1ajiee
— I1J1H) u npyroii KoH(HIESHIIHATHHON HHPOPMAIIUN TPOUCXOTUT IO KaHATaM CBSI3H
cetn UVHTepHET, YA3BUMBIM K TepexBary W Moaudukaiumu uHQopMauu
3JI0YMBIIUICHHUKOM. UTOOBI 3alIUTUTh J@HHbIC MPU UX Tepeaadye, HeoOXOIUMO
UCIIONIb30BaTh CPEJICTBA KpuUnTorpaduyeckou 3amuThl WHPOpMaIlKH, CIIOCOOHBIC
HaJexHO MmudpoBaTh mnepeaaBaemyro uHbopmanuto. Kpunromposaiinep — 3To
IporpaMMHOE 00ecIieYeHHEe, BCTPauBaeMOe B OTIEPAIIMOHHYIO CUCTEMY, C TIOMOIIBIO

KOTOPOT'0 IPOUCXOIUT IU(PPOBAHUE TAHHBIX.

B cooTtBeTcTBHU ¢ 3aKOHOAATENLCTBOM PD, i1 oOecrieueHns 0€301acHOCTH
I[Il mpu wux oO0pabOTKe MJOMKHBI HCIOJB30BATHCS KPUNTOMPOBANUIEPHI,
MPOIICAIIME B YCTAHOBJIEHHOM TOPSAKE MPOUEAYPY OLIEHKH COOTBETCTBUS M
umeronie ceprudukar coorBercTBus, BiganHbii ®Ch Poccuu. [lepeuens cpencts
KpunrTorpapuieckoi 3amutbl uHGopManuu, ceptudunnpoBanHbix ®Ch Poccun,
omyOyMKOBaH Ha odunuambHOM caite lleHTpa 10  JMIIEH3UPOBAHUIO,
ceprubukanuu W 3amure  rocyaapctBeHHod — TaiiHel  DCBb  Poccunm

(http://clsz.fsb.ru/certification.htm).

C TIHMC KKX Osula nporecTMpoBaHa  padoTa  CIEAYIOIIMX

KPHUIITOIIPOBANIEPOB:

e ViPNet CSP
(http://www.infotecs.ru/products/cataloq.php?ELEMENT 1D=2096) —



http://clsz.fsb.ru/certification.htm
http://www.infotecs.ru/products/catalog.php?ELEMENT_ID=2096

KPHIITOTIPOBAWACp Ui ONEPAalMOHHBIX CUCTeM cemeiictBa  Microsoft
Windows;

e Kpuntollpo CSP (https://www.cryptopro.ru/products/csp) —

KPHIITOTIPOBAKACp I OIEPAalMOHHBIX cuUCTeM ceMmeiictBa Microsoft

Windows, Linux, Mac OS X wu apyrux OC. C mMOJHBIM CIIHCKOM

MOJJICPXKUBACMBIX  TIIaTGOPM  MOXKHO  O3HAKOMHUTBCS IO  CCBHLIKE:
https://www.cryptopro.ru/products/csp/compare.
PesynbTaThl TECTHpOBaHUS MIPEICTABIICHBI B Ta0ymiie 1.
Tabmuua 1 - Pe3yabTarsl TECTUPOBAHUS
ViPNet CSP | Kpunrollpo | Kpuntollpo | Kpuntollpo | Kpunrollpo
4.2 CSP36R2 |CSP36R4 | CSP3.9 CSP 4.0
Windows 7 | + + + + +
Windows 8.1 | + - - + +
Windows 10 | - - - - +

«+» — pekomenayemas koHurypanus s padotsl B JIK TNC XKKX
«-» — koppektHas padora B JIK 'MMC )KXKX He rapantupyetcs

Ha

OIICpaliMOHHBbIX

CHUCTCMax

ceMelcTBa

Microsoft  Windows

BBIIIICYKA3aHHBIE KPUMTONMPOBAWAEPHl IMTATHO (YHKIIMOHUPYIOT C Opay3epom

Internet Explorer.

MIPOU3BOUTENSI HA KOHKPETHYIO BEPCUIO0 KPUIITOMpOBaiiepa.

Ha ngpyrux OC — B COOTBETCTBUM C JOKYMEHTalUEH


https://www.cryptopro.ru/products/csp

PexomMeHaanmu mo HacTpoiike padouyero Mecra JJisi padoThI B

anuyaom kaounere ' UC )KKX

OC Windows XP

B cBsi3u ¢ Tem, uto oneparmonHas cucrema Microsoft Windows XP Gonee He
MOJIJICPKUBACTCS TTPOU3BOJUTEIIEM, BO3MOXXHOCTh €€ KOPPEKTHOM HACTPOMKHU HE
MOYeET OBITh TapaHTHPOBaHa, pekoMeHayeMm Bam yctanoButs Bepcuro OC Microsoft

Windows, moaiep:kuBaeMyro IPOU3BOJIUTEIICM.

OC Windows Vista

B cBs3u ¢ Tem, uro pabora Opaysepa Internet Explorer Bepcum 11 B
omeparonHort cucteme Microsoft Windows Vista we momumepxuBaercs
POU3BOIUTEEM, pekoMeH1yeM Bam ycranoButs Bepcuto OC Microsoft Windows,

B KOTOPOH mojiiepkuBacTcs padota Opaysepa Internet Explorer Bepcun 11.

OC Windows 7 1 Windows 10

PexomeH1yem BBIMOJHUTH CACAYIONIUE [IAr JIJIs HACTPOUKHU pabodyero mMecra
noJib3oBaresst s padotsl B tuyHoM kKabuHete ['MC KKX:
1. YcranoBute Bce aoctynHbie oOHOBieHHS OC, BKIIOYass OOHOBJICHHUS
Internet Explorer no Bepcum 11;
2. Tlepesarpy3ute KOMIBIOTED;
3. amycrure Internet Explorer;

4. Ybenurech, 9To Opay3ep oOHOBWIICS 10 Bepcuw 1 1:
a. B okne Opay3epa HaXMHTE Ha CHMBOI , PacTmoJIO)KCHHBIN B
MIPaBOM BEPXHEM YTIIY;

b. Haxwmwurte Ha MyHKT MeHI0 «O mporpamMme;



c. YOenurecs, 4YTO B MOSBUBIIEMCS OKHE B CTpoke «Bepcusa» ykazano
11.0.9600.XXXX, rae XXXX — m000i1 Habop Hudp, Kak Moka3aHo

Ha puMepe Ha pucyHke 1:

O nporpamme Internet Explorer

e Internet
Explorer1

Bepowa: 11.0.9600,18321
Bepcwun obrosnenna: 11
Koa npogykra : 00150

"] YeTaHaBAMEATE HOBbIE BEPCMN 3BTOMATHYECKK

2 Kepnepauwa MaiikpocodT (Microseft Corporation), 2013, Boe npaea sawmensn

Pucynok 1 - [IpocmoTp nHbopManuu o Bepcun Opaysepa
d. Ecnu B ctpoke «Bepcusi» umcino g0 mepBoid Touku He 11,

noBTopuTe maru 1-4.

(V)

5. Copocwte HacTpoiiku Internet Explorer B cocTossHHe «I10 yMOIYaHUIOY

(BHUMAHME!!! Ilocie BbIMOJIHeHHsI JaHHOro mara B Internet
Explorer Gyayr oTk/II0YeHBI Bce YCTAHOBJIEHHbIE€ pACIINPEHHSI,
JIOMOJIHEHHSI, COpOIIEHbI BCe HACTPOWKH B COCTOSIHHE «IIO

YMOTYAHHION. ).

a. B okHe Opay3epa Ha)XMHTE HAa CHUMBOJ it , PacIlOJOKEHHBIN B
IIPaBOM BEPXHEM YTIIY;

b. Haxwmwure Ha myHKT MeHIO «CBOWCTBa Opay3epay;

C. Bribepute Bknaaky «/lononHurensHO»;

d. Haxmure kHOmKy «COpoc» W B OTKPBIBIIEMCS OKHE €Ile pa3
«Copocy;

. YcTaHOBHUTE cepTU(HUIIMPOBAHHYIO BEPCUIO KPUTITOIIPOBaiiaepa;

. Ilepe3arpysure KOMIIBIOTED;

. Ycranosute ceprudpukar YI[ I'VI[ B cnucok AOBEpEHHBIX KOPHEBBIX

cepTu(duKaToB:



a. Ckauaiite ceprudukar o CCBUIKE https://e-
trust.gosuslugi.ru/Shared/DownloadCert?thumbprint=8 CAE88BB
FD404A7A53630864F9033606E1DCA45E2;

b. JIea pa3a KIMKHUTE MBIMKOH IO CEPTUPUKATY U HAKMHUTE
«OTKpBITHY;

C. Haxmute «YcTaHOBUTH cepTUhUKATY;

d. Beibepute «Tekyrmii mojb30BaTesby, HOKMUTE «Jlamneey;

e. Beioeputre «llomectuth Bce cepTudUKATBI B  CIEAYIOIIEE
XPaHUIIUILIEY;

f. Haxmute «OO030p», B  TOSBUBIIEMCS OKHE  BBIOCPUTE
«/loBepeHHBIC KOpPHEBBIE IIEHTPHI CepTU(DHUKAIMN» W HAKMUTE
«OK» u 3arem «/laneey;

Haxxmute «I'oToBO»;

h. B nosBuBiieMcs okHe Haxmute «/la» u 3atrem «OK». Ceprudukar
YCTaHOBJICH;

9. TlompoOyiite BoriTh B mmunbii kabuHeT [ C XKKX, eciim mpu Bxoae Bam
He ObBUIO ITOKa3zaHo cooOienne cucreMbl Oe3zomacHoctu I MC KKX,
MPEICTAaBICHHOE Ha PHUCYHKE 2, TO HAcTpoika pabodero wmecra
BBHITIOJTHEHA YCIeNTHO. B mpoTUBHOM ciydae, oOpaTHUTeCh B CIIyXOy
nognepkku noisb3oBarenedn ['MC JXKKX, ykazaB ucnonb3yeMyro BaMu
Bepcuto OC, kpunTorpoBaiiepa u opaysepa:

CoobuweHne cuctemel besonacHocTr [C KX

B AOaHHeIA MomeHT Bel paSoTaeTe nmo KaHanam CBA3KM, 33WWWEHHBIM C WCNONbL30BaHUEM
anropuTMOE WWHPOBaHWA, HeCOOTBeTCTEYHWMX [MOCT P 34.10-2001. OnAa o6ecne4YeHWA
Tpe6oBaHWA 3akoHofdaTenbcTBa Poccuickod degepauvu no 3awuTe MHGOpMaUMK nNpu ee
nepega4Ye Mo KaHanam cBA3M, Bam HeoGXOOWMO YCTAHOBWTE W HACTPOMTE nNHGOW
KpunTonpoBaigep, cepTuULUUpoBaHHLIA ©CE PoccHu.

A cormaced npodom#KTe paboTy No KAaHanamM CEA3H, 3alUWLLEHHBIM C MCNONB30BAHHEM
anropuTMOE WWPpOBaHWA, HECOOTBETCTEY WK MOCT P 34.10-2001

=- BEpHYTLCA HA MABHYH CTpaHuLy MNpoaoNHKMTh

Pucynok 2 - Coo6menue cucremsl 6e3omacHocta ' IC JKKX


https://e-trust.gosuslugi.ru/Shared/DownloadCert?thumbprint=8CAE88BBFD404A7A53630864F9033606E1DC45E2
https://e-trust.gosuslugi.ru/Shared/DownloadCert?thumbprint=8CAE88BBFD404A7A53630864F9033606E1DC45E2
https://e-trust.gosuslugi.ru/Shared/DownloadCert?thumbprint=8CAE88BBFD404A7A53630864F9033606E1DC45E2

OC Windows 8.1

PexomeH1yeM BBIMOIHUTD CASAYIOIIUE ATy JIJIs HACTPOMKU paboyero mecra
noJib3oBaress 11 padotsl B tudHoM kabuHeTe I'MIC JKKX:
1. Bemonuute maru 1 — 5 paznena «OC Windows 7»;
2. Orxmounte noaaepkky mporokona SPDY/3 B mactpoiikax Internet

Explorer:

a. B oxHe Opay3epa HaXKMHTE Ha CHUMBOJ , PACIOJIO)KEHHBIN B
MIPaBOM BEPXHEM YTIy;
b. Haxwmwure Ha myHKT MeHI0 «CBOHCTBa Opay3epay;
C. BriOepute Bknaaxy «/{onoaHUTENbHOY;
d. B mapamerpax CHUMHUTE OTMETKYy B 4ekOokce «Mcmoiap3oBarh
SPDY/3»;
3. Haxmure «OK» u 3akpoiite Opaysep;

4. Beimonaute maru 6 — 9 paznena «OC Windows 7».



